Gast oder Gefahr?

Microsoft Teams & Gastzugriffe: Sicherheit, Risiken und Best Practices

I[dentitatsschutz und sichere Kollaboration in Microsoft Teams



Was bedeutet ,,Gast” in Microsoft 3657

Arten von Gaste-Accounts

Wie wird ein ,,Gast“ erzeugt?
Gefahren, Risiken & reale Problemfalle
Best Practices fur sichere Gastzugriffe
Fazit & Q&A



Was ist ein ,,Gast® in Microsoft 3657
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Arten von Klassischer B2B Gast

Gaste-
Accounts Im B2B Direct Connect (Microsoft
Microsoft Teams Connect / Shared Channels)
Mandanten

Microsoft Account Gaste (privat,
Outlook.com, Gmail)

Temporare / Expireable Guests




Wie wird ein ,,Gast" erzeugt?

Manuelle Einladung
(Entra ID)

Einladung durch
Ressourcenfreigabe

Self-Service-Szenarien
(wenn aktiviert)

Automatische Erstellung
bei Direct Federation

Ein Gast wird sofort angelegt, wenn du in Entra ID > ,,Benutzer® > ,,Neuer Gastbenutzer” jemanden einladst.

SharePoint/OneDrive-Freigaben an externe E-Mail-Adressen
Teams-Einladungen (Gastzugang, B2B Collaboration)
Planner/ Loop / Groups Freigaben

Power Apps / Power Automate Freigaben an Externe

Entitlement Management (Access Packages)
MyApps Self-Service Registrierungen
Einmalige Anmeldung Uber ein B2B-Portal

Wenn ein Gast aus einer foderierten Domane kommt wird der Gast beim ersten erfolgreichen Login automatisch angelegt.



Risiken im Umgang mit Gasten

A & A

Risiko: Unsichere Risiko: Risiko: Vergessene Risiko: Unkontrollierter
Identitaten Fehlkonfigurationen Gaste Self-Service



Demo: False Permissions
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Microsoft 365 b

Startseite System haUS Start Dokumente Seiten Websiteinhalte

Erfahren Sie mehr uber lhre

Kommunikationswebsite
Lassen Sie sich vom SharePoint-
Look Book inspirieren

Willkommen! Wahlen Sie oben rechts auf der Seite
.Bearbeiten” aus, um mit dem Anpassen zu

Beqinndl Entdecken Sie Webparts, die Sie
g ; Informationen zum Verwenden zu dieser Seite hinzufiigen

WEITERE INFORMATIONEN —> des Hero-Webparts konnen

Nachrichten

Zurzeit sind keine Neuigkeitenbeitrage verfligbar

Sehen Sie spater noch einmal vorbei, um die neuesten...
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SharePoint Admin Center

Start

Websites ~

Aktive Websites

Geldschte Sites
Container v
Richtlinien '

Einstellungen

Inhaltsdienste v
Migration

Berichte v
Erweitert v

Weitere Funktionen

Erweiterte Verwaltung  pro

Navigation anpassen

Alle anzeigen

Aktive Websites

Verwenden Sie diese Seite, um Websites zu so
Weitere Informationen zum Verwalten von We

+ FErstellen 7 Bearbeiten 2 Member,

o Websitename T l

(/) Startseite Systemhaus

wodern=true

Startseite Systemhaus

Kommunikationswebsite

& Website anzeigen [i] L&schen

Allgemein Aktivitat Mitgliedschaft Einstellungen

Siteadministratoren -+ Websitebesucher hinzuftigen

Websitebesitzer

D Name

Websitemitglieder

Websitebesucher ] @ Alle Benutzer

Informationen zur
Mitgliedschaft und
Berechtigungen

Viembers

E-Mail-Adresse

L Alle Mitgliedschaftsli...
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« ,0? Haben Sie Feedback flir uns?
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¥ Diagnose und Regeln konfigurieren  Regeln tiberpriifen
> EntralD aN Problembehandlung
@ Ubersicht ﬂ? Verwalten A\ WICHTIG: MemberOf befindet sich in der Vorschau und weist bekannte Fehler sowie Einschrankungen auf. Es wird empfohlen, ihn nicht in Produktionsumgebungen

ersic zu verwenden. Weitere Informationen.

{I! Eigenschaften
,Q Benutzer

ab  Mitglieder Sie kdnnen den Regel-Generator oder das Textfeld "Regelsyntax” unten verwenden, um eine Regel flr dynamische Mitgliedschaften zu erstellen oder zu bearbeiten.
& Gruppen @ wWeitere Informationen

&8 Besitzer
2 Gerite &, Rollen und Administratoren und/Oder Eigenschaft Operator Wert
Agent-ID (Preview) ‘ Verwaltungseinheiten objectld Not Equals null
— Gruppenmitgliedschaften ~+ Ausdruck hinzuftigen ~+ Benutzerdefinierte Erweiterungseigenschaften abrufen @
Unternehmens-Apps
B  App-Registrierungen Wi Anwendungen Regelsyntax & Bearbeiten

4 Lizenzen (user.objectld -ne null)
o .
Se  Rollen und Admins Azure-Rollenzuweisungen
& Delegierte Adminpartner &= Dynamische
Mitgliedschaftsregeln

B Domaindienste
Aktivitat



Was sind eigentlich die
Default-Permissions?



Standardberechtigungen fur Gaste

Guest user access

Learn more [£
Guest user access restrictions (i) O Guest users have the same access as members (most inclusive)
@ - ) L )
%/ Guest users have limited access to properties and memberships of directory objects

O Guest user access Is restricted to properties and memberships of their own directory objects (most restrictive)



Vergleich der Berechtigungen

Area Member user permissions Default guest user permissions Restricted guest user
permissions

Users and * Enumerate the list of all * Read their own properties * Read their own properties
contacts users and contacts * Read display name, email, sign- * (Change their own
* Read all public properties in name, photo, user principal password
of users and contacts name, and user type properties * Manage their own mobile
* |nvite guests of other users and contacts phone number
* (Change their own * (hange their own password
password * Search for another user by
* Manage their own mobile object ID (if allowed)
phone number * Read manager and direct report
* Manage their own photo information of other users

* |nvalidate their own
refresh tokens



Demo: Default
Permissions



How To:

M |ta rbe|te - e Find your Microsoft Azure and Office 365 tenant ID -
.. ! What is my tenant ID?
und Gasteliste e https://entra.microsoft.com/[Tenant-ID]

beschaffen

Object-ID (Benutzer oder Gruppe, bspw.)

e Da “List” Aktion nicht moglich ist
e “Enumerate” ist Berechtigung von “Member”



https://www.whatismytenantid.com/
https://www.whatismytenantid.com/
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Microsoft Entra Admin Center

Startseite

Entra-Agenten

Favoriten '

Entra ID AN

Ubersicht

Benutzer

Gruppen

Gerdte

Agent-ID (Preview)

Unternehmens-Apps

App-Registrierungen

Rollen und Admins

Delegierte Adminpartner

Domaindienste

+
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> Erik Exploit | Gruppen > Alle Benutzer | Mitglieder > Michael Heller | Gruppen > ATD-Tel

Microsoft Entra

ATD Systemhaus TEST
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e Erik Exploit
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(® Benutzerprofil anzeigen

Unerwarteter Fehler

Der Vorgang kann aufgrund
eines
Dienstverbindungsfehlers
nicht abgeschlossen werden.
Versuchen Sie es bitte spater
erneut.

Aktualisieren
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eines
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Aktualisieren

Mandantenstatus

Microsoft Entra
Connect
“ © Deaktiviert

Letzte Synchronisierung

Es wurde nie eine
Synchronisierung ausgefihrt.

Entra Connect anzeigen
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Best Practices



Losungsansatze

 ©

EXTERNAL CONDITIONAL ACCESS EXTERNAL SHARING ID GOVERNANCE
COLLABORATION POLICIES SETTINGS
SETTINGS



Standardberechtigungen fur Gaste

Guest user access

Learn more [£
Guest user access restrictions (i) O Guest users have the same access as members (most inclusive)
@ - ) L )
%/ Guest users have limited access to properties and memberships of directory objects

O Guest user access Is restricted to properties and memberships of their own directory objects (most restrictive)



Wer darf einladen?

Guest invite settings

Guest invite restrictions ()

Learn maore

O Anyone in the organization can invite guest users including guests and non-admins (most inclusive)

'@} PMember users and users assigned to specific admin roles can invite guest users including guests with member permissions
O Only users assigned to specific admin roles can invite gquest users

O Mo one in the organization can invite guest users including admins (most restrictive)



Wer ist eingeladen? (Gasteliste)

Collaboration restrictions

A\ Cross-tenant access settings are also evaluated when sending an invitation to determine whether the invite should be allowed or blocked. Learn more.

O Allow invitations to be sent to any domain {most inclusive)
O Deny invitations to the specified domains

'@:' Allow invitations only to the specified domains (most restrictive)

D Target domains

| example.com or = EKEII'I'IF'|E com or E}{EII'I'IF'|E *




Conditional Access - Policies

Block Access to Admin Enforce MFA to Guests Enable Sign In
Portals Frequency



SharePoint -

External
Sharing

External sharing

Content can be shared with:

& SharePoint

Most permissive

Least permissive

@& OneDrive

Anyone
Users can share files and folders using links that don't require sign-in.

Mew and existing guests
Guests must sign in or provide a verification code,

Existing guests
Only guests already in your organization's directory.

Only people in your organization
MNo external sharing allowed.

You can further restrict sharing for each individual site and OneDrive. Learn how

More external sharing settings ™

|:| Limit external sharing by domain

|:| Allow only users in specific security groups to share externally

|:| Allow guests to share items they don't own

Guest access to a site or OneDrive will expire automatically after this many days

|:| People who use a verification code must reauthenticate after this many days Learn more ®



SPO - No

Apps for
Unmanaged
Devices

Unmanaged devices

The setting you select here will apply to all users in your organization.

Learn more about controlling access from unmanaged devices.

If you don't want to limit or block access organization-wide, you can do so for
specific sites.

Learn how to control access to specific sites by using Microsoft PowerShell

O Allow full access from desktop apps, mobile apps, and the web

@ Allow limited, web-only access

Apps such as Microsoft Teams, Planner, Delve, MyAnalytics, and Newsfeed will be
affected. Learn more about service dependencies

O Block access

Additional information

To customize conditional access policies, save your selection and go to: Microsoft
Entra admin center



ID Governance — Access Reviews

New access review New access review

New access review

€) Beginning January 15, 2026, a linked Azure subscription is required to use Entra ID Governance features
continue using Entra ID Governance features for guests. Learn more o = . - . -
J < 6 Beginning January 15, 2026, a linked Azure subscription is required to use Entra ID Governance features for gue

6 Beginning January 15, 2026, a linked Azure subscription is required to use Entra ID Governance features for ¢ continue using Entra ID Governance features for guests. Learn more

continue using Entra ID Governance features for guests. Learn more
*Review type  "Reviews Settings *Review + Create

Configure additional settings, including decision helpers and email notifications.

R -
*Review type  *Reviews  Settings *Review + Create Review type " Reviews

Upon completion settings

) Determine review stages, reviewers, and timeline below. Schedule an access review to ensure the right people have the right access to access packages, groups, a|
Auto apply results to resource @ Learn morec
If reviewers don't respond (0 ‘ Remove access e Multi-stage review (i) D

Select what to review * | Teams + Groups v

Specify reviewers

A\ Setting 'If reviewers don't respend” to ‘Remove access' or ‘Take recommendations
while ‘Auto-apply results to resource’ is enabled could potentially lead to all access
to this resource being revoked if the reviewers fail to respond.

Group owner(s) pvs Review scope * '@:' All Microsoft 365 groups with guest users (O

Select reviewers *

O Select Teams + groups

At end of review, send notification to + Select U:

Fallback reviewers (D) + Select fallback reviewers

Group ae
Enable reviewer decision helpers Specify recurrence of review
Mo signin within 30 gays Duration (in days) * 3 | Scope * ) Guest users only
User-to-Group Affiliation &
Review recurrence * | Quarterly ~ ‘
Advanced settings
Justification required © Start date* (D) | 27.01.2026 i ‘ 6 In public preview, B2B direct connect users and teams in shared channels are included in access reviews. B

are not supported in reviews of "All Microsoft 365 groups with guest users’, as well as reviews scoped to in
4
] more,

P
End * (®) Never

O End on specific date

Email notifications

Reminders (0

Additional content for reviewer email Inactive users only (O

O End after number of occurrences

Access Review Agent (Preview]



Access reviews (AR)

AR - Capabilities previously generally available in

Microsoft Entra ID P2

AR - PIM For Groups (Preview)

AR - Reviews scoped to inactive users without
active users in the review

AR - Reviews scoped to active and inactive users
with review decision helpers for inactive users

for the reviewer

AR - Machine learning assisted access
certifications and reviews

AR - Catalog Access Reviews (Preview)

AR - Custom data provided resource (Preview)

AR Agent (Preview)

Free

Microsoft
Entra ID P1

Microsoft
Entra ID P2

v

Microsoft Entra
|D Governance

~

Microsoft
Entra Suite

v




Fazit

Ohne Gaste, keine Kollaboration

Sicherheit als ein Prozess

Regelmaldige Reviews & Policies sind Pflicht



\ 4

Q&A vv

~Welche Herausforderungen habt ihr derzeit mit Gasten in eurem Tenant?“

)

y .\ 4

N




Vielen Dank!

Patrick Kern | Head of Microsoft Solutions

und

Ihr ATD|Team
https://www.atd.de/

Zentral: 053123824 -0
Vertrieb: 0531 238 24 - 65
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